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Welcome to our tool kit . This was created as part  of the 
Erasmus + KA2 project Keeping Youth Safe from 
Cyberbullying. 

Part  of this project was a training event that brought together 
professionals and young people from 4 different countries, 
Belgium, Romania, Spain and Turkey. 

The training course was designed to facilitate the part icipants 
to create this tool kit  and several workshops that can be used 
in schools, youth centers, community centers and clinical 
sett ings, with young people and parents. 

WELCOME

WHO WAS INVOLVED?
Four organisat ions are involved in this KA2 project. 

- Ululdag University in Bursa, Turkey is the applicant partner 
and are joined in the project by: 

- Aurel University, Arad, Romania;
- Centre Neuro-Psychiat rique Saint -Mart in, Dave, Belgium;
- Asociación Cultural Social y Educat iva Segundas 

Oportunidades, Telde, Spain.

This toolkit  was created by 10 people from each organisat ion each 
with very specific and different experiences based on their culture, 
country, professional life and personal experiences. Through this 
training course, we were able to develop an innovat ive tool kit , 
three workshops and an idea of an online platform that could 
support young people, educators, youth workers, parents and other 
professionals to understand cyberbullying and become empowered 
to deal with the phenomenon.



PREVENTI ON
This tool kit  will help me:

1. Ident ify feelings, emotions, behaviour and att itude;
2. Develop empathy and intraregional skills;
3. Recognise and respond to problems in interpersonal 

relat ionships;
4. Build "peace ambassadors /  upstanders" into youth 

groups;
5. Reflect of the problem of cyberbullying;
6. Find and use infomation online effect ively and safely;
7. Find out how to protect myself and others online;
8. Manage violence in posit ive ways.

SUPPORT
This tool kit  will help me:

1. Ident ify the problem;
2. Recognise roles in the problem;
3. Create a support group;
4. Find solut ions for the problem and for each role;
5. Involve youth in a safe environment with cooperat ion 

and orientat ion;
6. Create youth ambassadors for cyberbullying program;
7. Create and develop social support.

RECOVERY
This tool kit  will help me:

1. Ident ify the problem;
2. Recognise roles in the problem;
3. Create a support group;
4. Find solut ions for the problem and for each role;
5. Involve youth in a safe environment with cooperat ion 

and orientat ion;
6. Create youth ambassadors for cyberbullying program;
7. Create and develop social support.

OBJECTIVES



Bullying is an ongoing misuse of power in relat ionships 
through repeated verbal, physical and/or social behaviour that 
causes physical and/or psychological harm. It  can involve an 
individual or a group misusing their power over one or more 
persons. Bullying can happen in person or online, and it  can be 
obvious (overt) or hidden (covert).

Bullying of any form or for any reason can have long-term 
effects on those involved, including bystanders.

Single incidents and conflict  or fights between equals, 
whether in person or online, are not defined as bullying.

DEFINITION OF BULLYING

DEFINITION OF 
CYBERBULLYING

Cyberbullying is the use of digital-communicat ion tools (such 
as the Internet and mobile phones) to make another person 
feel angry, sad, or scared, usually again and again. 

Examples of cyberbullying include sending hurt ful texts or 
instant messages, post ing embarrassing photos or videos on 
social media, and spreading mean rumours online or with 
mobile phones and other devices.

If you're trying to figure out whether someone is being 
cyberbullied, think about whether the offender is being 
hurt ful intentionally and repeatedly. If the answer is no, the 
offender might simply need to learn better online behavior. If 
the answer is yes, take it  seriously.



1. Is secret ive about  online act ivit ies. The cyberbully 
does not want to be discovered by parents, 
grandparents, teachers or others who may hold them 
accountable.

2. Quick ly sw it ches com put er  screens or  closes t he 
screen when you ent er  t he room  or  walk  by. This is a 
tactic often used by people who do not want others to 
discover what they have been doing online. Watch for 
indicators that the person works to quickly minimize an 
online browser, close a web page or change screens 
within a second or two of you approaching the computer 
they are using. This is a sign that the person does not 
want you to know what they have been doing online.

3. Uses t he com put er  or  m obile devices lat e at  n ight  or  
when he or  she is unsupervised. Inappropriate online 
behavior is more likely to occur when the bully feels that 
no one is watching or supervising their actions. They feel 
less accountable for their online activity when left alone 
to misbehave.

4. Get s ext rem ely upset  if  com put er  pr ivi leges are 
revoked.While almost any young people in today?s world 
may get upset if their technology privileges are taken 
away, the cyberbully may become particularly sulky, 
defensive or angry. The virtual space is where they feel 
all-powerful and free of consequences, so when that 
privilege is revoked, they may feel completely 
disempowered or oppressed.

5. Uses m ult iple online account s or  account s w it h a 
fake nam e. The cyberbully is likely to take the time to 
create multiple online accounts using public e-mail 
systems such as Hotmail and Google, since they feel 
these are less easily traceable. The cyberbully will often 
lack the courage to represent themselves online in an 
authentic and transparent manner.

5 SIGNS SOMEONE 
MAY BE A CYBERBULLY



In addit ion to behaviors, researchers have also profiled 
cyberbullies to figure out what personality characterist ics are 
common among those who engage in online bullying.

Char act er i st i cs of  a cyber bul l y
1. May be introverts, underdogs or underachievers.
2. May have low self-esteem.
3. Often feel like a vict im themselves.
4. May not know how to express anger in an appropriate 

manner.
5. Would be unlikely to say to someone?s face what they 

say in cyberspace (especially if  there?s a parent or 
teacher to witness it ).

6. Use the Internet as a way to ?get even? or vent their 
frustrat ions.

7. Often unwilling to take responsibility for their act ions.
8. We must be very clear that having these personality 

traits alone does not guarantee that someone is a 
cyberbully, but they may be warning signs. 

9. The same characterist ics may also be indicators of 
depression, inability to cope or other mental or 
emotional distress.

10.Cyberbulling may be a sign of a much deeper mental 
illness that requires treatment and ongoing attent ion.

PROFILE OF A 
CYBERBULLY: 7 

PERSONALITY TRAITS





Willard (2006) described seven categories: flaming, online harassment; 
cyberstalking, denigrat ion (put-downs), masquerade, out ing, and 
exclusion.

TYPES  OF 
CYBERBULLYING

Fl ami ng
Online fights using 

electronic messages 
with angry and vulgar 

language.

Onl i ne 
Har assment
Repeatedly sending 
offensive, rude and 
insult ing messages.

Cyber st al ki ng
Repeatedly sending 

message that include 
threats of harm or are 

highly int imidat ing; 
engaging in other 

online act ivit ies that 
make a person afraid 
for his or her safety.

Deni gr at i on
?Dissing? someone 
online. Sending or 

post ing cruel gossip or 
rumors about a person 
to damage his or her 

reputat ion or 
friendships. 

Masquer ade /  
i mper sonat i on 
Breaking into someone?s 
account, posing as that 

person and sending 
messages to make the 
person look bad, get 

that person in trouble or 
danger, or damage that 
person's reputation or 

friendships.

Out i ng and 
t r i cker y

Sharing someone?s 
secrets or embarrassing 

information online. 
Tricking someone into 

revealing secrets or 
embarrassing 

information, which is 
then shared online.

In addition to the 7 types identified by 
Willard (2006), trolling is another 
phenomenon that has become extremely 
visible through the recent election 
campaigns in various countries and also 
towards online religious, animal rights 
groups etc.

Excl usi on
Intent ionally excluding 

someone from an 
online group, like a 

?buddy list? or a game.

Tr ol l i ng:
Intent ionally post ing 

provocat ive messages about 
sensit ive subjects to create 
conflict , upset people, and 
bait  them into ?flaming? or 

fight ing. 



I f  you ar e bei ng bul l i ed onl i ne, her e 
ar e some t hi ngs you can do.

- Don?t  respond to the people who are cyberbullying.
- Talk to your parents, carer, teacher, youth worker or 

another t rusted adult  about what is happening and how 
you can address it .

- Talk to friends you t rust  to get  support  and advice. Let 
them know it  is hurt ing or frightening you and you need 
their support.

- Block the person or people from being able to contact  
you and change your privacy set t ings to protect what 
you post on social media.

- If the bullying is persistent and ongoing, delete your 
current  online account  and start  a new one. Only give 
your new details to a small list  of t rusted friends.

- Report  any bullying to the site where it  is occurring. 
Sites like Facebook have a report  button you can use.

- Keep everything that  is sent  to you such as emails, 
texts, instant messages and comments on your social 
media accounts. Take screen shots. Give these to 
someone you trust.

- If the bullying cont inues and you are feeling afraid or 
threatened, seek help to report  the bullying from your 
local police. 

- Remember, you are not alone.

WHAT TO DO WHEN 
YOU ARE BEING 

BULLIED



Every single day we each have the opportunity to make our 
schools (and our world!) a better place. Putt ing an end to 
bullying is everyone's responsibility. When we work together 
and stand strong against bullying, we are creat ing 
communit ies that are stronger, safer, and more support ive - 
places where every person is valued for who they are. Here's 
how YOU can help:

1. Learn more about mean, cruel, and bullying behavior. 
Educate yourself and your community with the 
resources in this tool kit . 

2. Help others who are being bullied. Be a friend, even if 
this person is not yet your friend. Go over to them. Let 
them know how you think they are feeling. Walk with 
them. Help them to talk to an adult  about what just 
happened. (Just think for a moment about how great 
this would be if someone did this for you when you were 
being picked on or hurt !).

3. Stop untrue or harmful messages from spreading online 
or in person. If someone sends a message or tells you a 
rumor that you know is untrue, stand up and let the 
person know it  is wrong. Think about how you would 
feel if someone spread an untrue rumor about you. 
Don?t laugh, send the message on to friends, or add to 
the story. Make it  clear that you do not think that kind 
of behavior is cool or funny.

4. Get friends involved. Share this toolkit  (and other 
related sites) with friends. Let people know that you are 
an upstander and encourage them to be one too. Sign a 
pledge, and make it  an everyday commitment for you 
and your friends.

5. Make friends outside of your circle. Eat lunch with 
someone who is alone. Show support for a person who 

10 WAYS TO BE AN 
UPSTANDER



is upset at school, by asking them what is wrong or 
bringing them to an adult  who can help.

6. Be aware of the bullying and upstander policies at your 
school and keep it  in mind when you witness bullying. 
What are the school?s bully prevent ion policies? Are 
there also policies that ?catch? kids ?being good?? How 
can you support school rules and codes of conduct 
support students and adults doing the right thing? If 
there isn?t a policy, get involved or ask teachers or front 
office staff to speak about how you can reduce bullying.

7. Welcome new students. If someone is new at your 
school, make an effort  to introduce them around and 
make them comfortable. Imagine how you would feel 
leaving your friends and coming to a new school.

8. Refuse to be a ?bystander? and be a role model to others 
instead! If you see friends or classmates laughing along 
with the bully, tell them that they are contribut ing to 
the problem. Let them know that kind of behavior is not 
okay in your school.

9. Respect others' differences and help others to respect 
differences. It?s cool for people to be different? that?s 
what makes all of us unique. Join a diversity club at 
school to help promote tolerance in your school.

10.Develop an Upstander/ Prevent ion program or project 
that will help reduce bullying and promote socially 
responsible behavior in school. Bring together a team of 
students, parents and teachers who are committed to 
prevent ing bullying, and create a community-wide 
project to raise awareness, share stories and develop 
helpful supports.

http://www.acseso.org/upstanders/

10 WAYS TO BE AN 
UPSTANDER

http://www.acseso.org/upstanders/




I f  your  chi l d i s bei ng bul l i ed:

1. Keep the computer in a common area of the home. Do not 

allow it  in your children's bedrooms. Monitor their online 

usage;

2. Learn how various social networking websites work. 

Become familiar with Facebook, Instagram, SnapChat and 

Twit ter. Ask your children if they will show you their profile 

pages;

3. Talk regularly and specifically with your children about 

online issues. Let them know they can come to you for help if 

anything is inappropriate, upsett ing, or dangerous;

4. Build trust with your children. Set t ime limits, explain your 

reasons for them, and discuss rules for online safety and 

Internet use. Ask your children to contribute to establishing 

the rules; then they'll be more inclined to follow them;

5. Tell your children not to respond to any cyberbullying 

threats or comments online. However, do not delete any of 

the messages. Instead, print  out all the messages, including 

the e-mail addresses or online screen names of the cyberbully. 

You will need the messages to verify and prove there is 

cyberbullying;

6. Don't  overreact by blaming your children. If they are being 

bullied, be support ive and understanding. Find out how long  

it  has been going on and ensure that you'll work together to 

find a solut ion. Let your children know they are not to blame 

for being bullied;

WHAT CAN PARENTS DO?



7. Don't  underreact by telling your children to "shrug it  off" or 

just deal with the bullying. The emotional pain of being bullied 

is very real and can have long-last ing effects. Don't  tease 

them about it  or respond with a "kids will be kids" att itude;

8. Don't  threaten to take away your children's computers if 

they come to you with a problem. This only forces kids to be 

more secret ive;

9. Talk to your school /  youth centre so they can keep an eye 

out for bullying during the school day;

10. If there are threats of physical violence or the bullying 

cont inues to escalate, get law enforcement involved.

I f  your  chi l d i s bul l yi ng:

Parents must accept that digital technology is now a central 

part  of most young peoples' lives and need to show pat ience 

and curiosity about their child's online behaviour.

Parents must be clear that bullying is always unacceptable.

But ,

-  they should also try to see the situat ion through their 

child's eyes, as young people may not have the maturity 

to fully consider the consequences of their act ions.

- children will often try to just ify their behaviour, so a 

parent 's role is to help them develop empathy for 

others.

- this requires ongoing discussions and encouraging the 

child to reflect on how their behaviour makes others 

feel.

WHAT CAN PARENTS DO?



- it  is unhelpful for the child to be shamed or to ban 

access to the technology. This kind of response prevents 

the child from opportunit ies to learn responsible online 

behaviour.

- parents must take charge in sett ing the condit ions of 

using technology. This includes monitoring its use unt il a 

t ime when the young person shows they can manage 

their online behaviour responsibly.

- if the behaviour cont inues, then it  may be necessary to 

involve health /  social service professionals and the 

child's school.

- it 's better for parents to be proact ive in taking steps to 

manage the behaviour rather than wait ing for other 

systems to step in (educat ion or police).

- online interact ions are complex. Young people need 

parents to support them in making good choices about 

how they conduct themselves online.

- strengthening parents' skills in effect ively managing 

issues of cyberbullying is an important part  of the 

solut ion.

WHAT CAN PARENTS DO?



WORKSHOPS
During the training course, the young people and professionals 

designed some workshops that can be used in various sett ings. We 
hope that you find them useful and will give us feedback about how 

they went. 



OBJECTI VES
- Students dist inguish between the terms self esteem and 

self acceptance.
- Students discover ways to build self acceptance through 

self talk and apply their own posit ive messages.

MATERI ALS
- Building Self Acceptance through Posit ive Self Talk 

handout with follow-up sentences.
- Paper.
- Writ ing utensil.

PROCEDURE
1. Students will list  on paper messages (posit ive or 

negat ive) they have received from other people in their 
lives.

2. Students will determine whether or not they adopted 
those messages and st ill believe them today.

3. As a group, students will read the ?Building Self 
Acceptance through Posit ive Self Talk? handout. 
(Handout 1)

4. Students will individually complete the follow-up 
sentences by using the strategy of self-talk. (Handout 
2).

CLOSURE
Students will rate on a scale of 1-10 (ten being the most 
difficult) how difficult  it  was to finish the self-talk sentences 
using posit ive responses.  Students will discuss situat ions in 
which they can use posit ive self-talk in the future. 

EVALUATI ON/ HOMEWORK
Students will write down five posit ive self-talk sentences that 
they will pract ice throughout the week.

1. BUILDING SELF 
ACCEPTANCE THROUGH 

POSITIVE SELF-TALK



HANDOUT 1
What  is self  accept ance? 

Self acceptance is being able to recognize your value as a 

person.  It is essentially your level of self-worth and feeling of 

comfort in your own skin regardless of your faults and 

weaknesses.  Without self acceptance, one would not be 

capable of reaching their full potential in life.

What  is t he dif ference bet ween self  accept ance and 

self -est eem ?

Self esteem is a belief or feeling about yourself.  It is what you 

believe or feel you are capable of doing.  Having high self 

esteem can help build self acceptance.

High Self-Esteem = Feeling good about yourself

Low Self-Esteem = Feeling badly about yourself 

Self acceptance is more of an action rather than an abstract 

sense of self.  It is something you do ? you stick up for yourself, 

you utilise your strengths and take responsibility for your 

faults, and you practice loving yourself every day.

How can I build m y self  accept ance? Self acceptance is a 

reflection of beliefs you gained as a child and adolescent. It 

usually comes from messages you get about yourself.  These 

messages can come from other people (like parents, teachers, 

or friends) or from yourself.  The messages you send yourself 

are called ?Self-Talk.?  If you are used to hearing negative 

1. BUILDING SELF 
ACCEPTANCE THROUGH 

POSITIVE SELF-TALK



messages from other people, chances are you will send 

yourself negative messages too.  Things like ?I?m so stupid,? ?I?m 

not good enough at this? ? or ?It?s my fault this happened? are 

examples of negative self-talk. One way to rebuild your self 

acceptance is to re-train yourself to engage in positive self-talk.  

Positive self-talk us when you focus on your strengths and 

positive qualities, reminding yourself that you are a good and 

valuable person.

 

?I am  a good and car ing person and deserve t o be t reat ed 

w it h respect .?

?I am  capable of  achieving success in m y l i fe.?

?There are people who love m e and w il l  be t here for  m e 

when I need t hem .?

?I deserve t o be happy.?

?I am  allowed t o m ake m ist akes and learn f rom  t hem .?

1. BUILDING SELF 
ACCEPTANCE THROUGH 

POSITIVE SELF-TALK



HANDOUT 2
Finish t he sent ences below :

I am a brave person.  An example of a time I was brave is...

I am capable of being happy.  A time I was happy was...

I am a good friend.  A time I was there for a friend was...

I am capable of making decisions for myself.  A time I 

made a good decision was...

I am loved and cared about.  People who care about me 

are...

I am talented.  Two things I am really good at are...

1. BUILDING SELF 
ACCEPTANCE THROUGH 

POSITIVE SELF-TALK



For : Children aged 12-15 (approx 25).

Locat i on: Classroom.

Mat er i al s: Handout.

Youtube Video: Cyber Bullying (UNICEF) 
ht tps://youtu.be/asTt i6y39xI (non verbal so understandable 
for all nat ionalit ies)

This workshop includes a guest speaker, someone who has 
experienced cyberbullying and was able to overcome it . 

Open with a discussion about what young people understand 
about cyberbullying. 

Explain that you are going to watch a video about 
cyberbullying and afterwards will have a discussion. 

Set rules about the discussion that it  is a safe and confident ial 
space, and children only need to talk if they want to. They can 
communicate in other ways (notes) if they prefer. 

After watching the video, ask the young people what they 
understood from the video and examples of how it  could 
happen in their school. 

Introduce the guest speaker and allow them t ime to talk about 
their experience. 

Facilitate a quest ion and answer session between the young 
people and their guest speaker. 

Give everyone a handout and give them t ime to read it . Ask 
them if they will go through the checklist  as a habit  before 
post ing online.

2. WHEN YOU POST 
ONLINE YOU POST TO 

THE WORLD



HANDOUT
The cyber world is the real world with real consequences, so 
make sure you always ask yourself the following before you hit  
send!

Will I feel good or different  about  it  later?

Social media comes with one golden rule, don't  post when you 
are angry. A split  second of rage can have permanent 
consequences.

Why am I post ing?

Is this something you really want to post, does it  really reflect 
your personality and values? Don't  follow the crowd or post 
just to gain attent ion, as you might not like the response you 
get back.

Would I say this in person?

No? Then don't  say it  online. Social accounts are managed by 
real people with real feelings. If you talk about someone online, 
think about whether you would feel embarrassed or ashamed 
if you saw them in person. If so, you may want to ask again, why 
am I post ing?

Can this be interpreted different ly?

Sarcasm and irony do not often transfer well into writ ing, 
especially in a short  social media post. Think about how others 
may read it ; could it  be seen as offensive?

Am I being kind?

Treat others with the respect that you would like to receive. If 
you read it  about yourself, would it  make you feel good?

2. WHEN YOU POST 
ONLINE YOU POST TO 

THE WORLD



Is it  really private?

People often excuse inappropriate posts based on the idea that 
the conversat ion is private, as it  is on a private account. 
Consider how many connect ions you have, are all these people 
very close friends? Can you trust that each one of them won't  
share or talk about your post with others? Facebook stat ist ics 
suggest that the average young user has up to 300 online 
friends. This private profile suddenly doesn't  seem so private 
at all.

Do I have permission?

You might find that badly angled photograph of your friend 
amusing, but the likelihood is that they will not. Be respectful 
of other people's privacy; don't  share photos or information 
that will embarrass or humiliate someone. 

Would I like me?

If you were a stranger looking in at your profile, what would 
you think? If most of your posts are in some way crit ical, 
unkind, offensive or negat ive, how do you think you are being 
perceived?   

Is it  legal?

In the eyes of the law, post ing online is not the same as having 
an informal chat with your friends. Post ing is publishing, just 
the same as if it  was writ ten in the newspaper. Even if your 
profile is private, you do not own what you publish - meaning 
anyone can use it  as evidence. Make sure you do not post 
anything that might get you into trouble with the law. 
Harassment, hate speech, threats of violence, ruining 
someone's reputat ion and pictures or comments suggest ing 
illegal act ivity can all be used against you.

2. WHEN YOU POST 
ONLINE YOU POST TO 

THE WORLD



Locat i on: A training room (enough space for 20 adults).

Or gani sat i ons: Schools, Youth organisat ions, youth 

information centres, vulnerable group associat ions.

Faci l i t at or s: 2.

Tar get  gr oup: Parents /  guardians .

Pur pose: Cyberbullying awareness, tools to cope with it .

I nt r oduct i on (5 mi nut es)
- Welcome.
- Informal presentat ion of the workshop and schedule.
- Object ives.

Pr esent at i ons (30 mi nut es)
- Ice breaker (gett ing to know each other).
- Fears and expectat ions.

Tool  Ki t  Pr esent at i on (10 mi nut es)
- Workshop Presentat ion
- What are we going to do?
- What are you going to do?

Split  the parents into four groups. Give each of the groups on 
of the following topics with a case study. 

1. Exclusion /  Isolat ion
2. Non involvement
3. Shame / embarrassment
4. Manipulat ion

3. DON'T GET BITTEN BY 
THE MOUSE (WORKSHOP 

FOR PARENTS)



Task one
Ask them as small groups how they would deal if they were 
presented with this situat ion. (allowing the parents to come up 
with their own solut ions will empower them the find solut ions 
and provide more support to their children and their peers).

Task t wo
Ask the groups to read out their situat ion and the solut ions 
that they discussed. Continue unt il all four groups have 
explained their ideas. 

Task t hr ee
Now open up the floor for the parents to discuss each others 
ideas. 

Task f our
The empowered parents to write a short  guide for dealing with 
those four situat ions.

Follow these act ivit ies with a debriefing session and revisit  the 
parent 's expectat ions and fears. 

Concl usi on of  t he day
The creators of this workshop recommend issuing all 
part icipants a cert ificate of attendance, a copy of this tool kit  
and encouragement to do similar workshops with their peers 
in the community. 

3. DON'T GET BITTEN BY 
THE MOUSE (WORKSHOP 

FOR PARENTS)



Links are included, please click.

Ar t i cl es and websi t es
- Social Networks and Cyber-bullying among Teenagers
- Cyberbullying in Adolescence: Invest igat ion and 

Intervent ion in Six European Countries
- Cyber-Bullying: Developing Policy to Direct Responses 

that are Equitable and Effect ive in Addressing this 
Special Form of Bullying

- Council of Europe (Bullying)
- Cyber-bullying, Stop the cycle now
- Video
- THE CYBER BULLYING VIRUS
- Cyberbullying (UNICEF)
- Cyberbullying Videos to Use in Presentat ions

FURTHER READING AND 
MEDIA
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